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HOA BPON BPIEN TU VIN-HOADON

CAC WU PIEM VE MAT BAO MAT CUA HE THONG DICH VU HDDT
VIN-HOADON

1. Hé théng va ha tang dich vy an toan & bao mat e [pee | (e |
- Trdi qua nhiéu tang bdo mat khac nhau vé phan cirng va i h (15| b a
phan mém: Firewall va IDS/IPS
- Pam bdo tinh sén sang cao v&i cac gidi phap: dam bao High
Available hoac Load Balancing
- Hé théng quan trj truy cip qua firewall phan cing: Firewall

Cisco va str dung VPN
- S dung Cluster gdm nhiéu Server trén nén tdng Vmware
ESXi

2. Div lieu dworc dam bao: khéng lo mat, khéng lo 16 théng
tin

- Lwu tri» trén hé thédng SAN, ddm bao déng bo di liéu tranh
mat mat va dam bao tinh toan ven

- Lwu trir di¥ liéu dwi nhiéu dinh dang: Database, File XML dé
dam bao ludn cé nhiéu nguén va hinh thirc quan Iy an toan

- D@ liéu dwoc déng bo lién tuc theo phwong thire Cluster DB

- Giao tiép file qua phwong thirc bdo mat SFTP

SANNetwork - 3ol B¢
Aocess. SingeNanespace

3. Ky thuat va cong nghé phan mém tién tién

- S dung bao mat dwéong truyén SSL

- ng dung Recaptchar v3 an toan va bado mat cia Google

- Sr dung framework dang microservice xac thuc bang phwong thiec JWT

- Tach biét gitra client va server, chéng cac sql injection

- *ng dung Open Web Application Security Project (OWASP) vao chwong trinh

4. Quan tri t6i wu

- T4t ca céc truy cap tac dong vao hé théng déu nam ngoai Internet, xac thwc qua cac kénh
VPN

- Moi hoat déng dwoc lwu lich str va cé email khi truy cap vwot quyén

- Phan quyén ngudi dung chat ché

- C4c cac nhan tham gia van hanh déu phai ky hop ddng bao mat va ngan chan that thoat div
lieu

Gidi phap va dich vu Hbéa don dién ti& toan dién, dé st dung va tich hop linh hoat, tuan thd cac
quy dinh hién tai (51/2010/ND-CP) va m&i nhét (119/2018/ND-CP)




